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BRIEFING MEMO 

 

ACCOUNTING FOR CLOUD 

You are a freshly established small or midsized tax & accounting business set on getting your 

systems ‘right from the start’ or perhaps you have been in practice for a number of decades and 

are looking at industry specific third-party software tools to give you competitive edge.  Viewed 

from either end of the spectrum, your challenges are very similar.  

Cloud computing is getting a lot of attention in the tax & accounting world, and if you are unsure 

what actually is meant by the ‘cloud’ in computing, we’d suggest you first take a look at our earlier 

Insights “Origins of Cloud Computing” and “Cloud Market”.  Today, you are waking up to the 

reality that without adopting SaaS (Software as a Service) solutions you may essentially not be in 

business at all.   

“Never trust a computer you can’t throw out a 

window.” 

Steve Wozniak, co-founder of Apple 

Computerised accounting through specialty applications has automated many procedural tasks.  

Your customers are easily sharing data with you over the internet while the regulators and HMRC 

are themselves adopting systems to automate the collection and transmission of data.   

 

The presumed upside of cloud adoption is cost-efficient pricing models that enable companies to 

grow with new technology, limited up-front costs, stability of web-hosted applications, reliability of 

internet access, security of data, all in a web-hosted software environment where your team can 

focus more time on providing services to customers and less managing IT infrastructure.   
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Beyond setting yourself up with offices, PCs, an ISP and a homepage, the trunk of your software 

tree is comprised of an operating system, a ‘personal productivity’ suite of services including word 

processing, spreadsheets, calendars, presentations and email, and ‘practice management’ data 

base applications for basic client and personnel information purposes.  So far you can already 

claim to be wholly operational through the cloud, given that you have adopted SaaS services in 

Microsoft 365 or Google G-Suite, for example.   

 

Just like the branches on a majestic tree are seemingly infinite in number, different in size and 

shape, so too is third-party software as it relates to the subfields of financial accounting, 

management accounting, tax accounting, and auditing.  Practically every area of your field is 

enjoying some kind of automation through software be it accounts production, accounts audit, tax 

return preparation, company statutory records maintenance & forms lodgement, trust and/or 

pension fund administration & reporting, statistical sampling in forensic accounting, and 

insolvency management & reporting.   

 

The reality is that once software is in place it is unlikely you will change your core systems.  This 

also goes for any new SaaS product which will quickly become your daily operating tool for many 

years, so taking the time to research and acquire the best means choosing software that (i) is 

transparent in usage, (ii) efficiently integrates with other systems and software, and (iii) satisfies 

your overriding concern that wherever your applications and data are offsite, the internal as well 

as external transmission channels are secure.   

SMEs are the Target of Choice 

Logic suggests that the larger the company, the more threatened it is by electronic attack, while 

the reality is that small or midsized enterprises (SMEs) are actually the target of choice.  They 

have generally invested less in critical security, so much is sure.  But the opportunity of 

automation has also allowed criminals to engage in wholesale deployment of viruses, and 

malware or spyware, while undertaking mass spam and phishing campaigns: the economies of 

scale in cyber-crime are very real.  SMEs are also an entry point into larger corporations as the 

integrated digital system grows and becomes a more complex network. 
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They are encouraged, as vendors, to connect with internal systems of most departments, with the 

tax & accounting professions often having access to the most sensitive data.  This creates yet 

another significant driver for SME-focused attacks.  

 

Perhaps the following may resonate, because it is definitely a common theme for the managers in 

SMEs: no budget, no management time, nor any IT security specialist on the payroll.  It is a vicious 

circle, in that lack of awareness through employee training and therefore failure to secure the 

endpoints, is compounded by not keeping the defence infrastructure up to date, nor perhaps ever 

having mastered the native security settings of the software you are running.   

Choosing your Software Supplier 

As you begin to search your browser for say “SaaS accounting tools” and use on-line comparative 

portals you are likely to stumble on unknown providers who are actually selling utilities with 

imbedded malicious software and who may be luring users by offering extensive free trials.  We 

would suggest using known application suppliers and being wary of free trials.  The market is 

extremely efficient and ‘paying for value’ often is a good route to go down, especially when 

following our three criteria of choice: transparency, efficiency, security.   

 

There is a case to be made about choosing a holistic solution by one provider – there are many 

examples of software packages where the accounting & CRM applications seamlessly interact 

with the other software you are already running with that very same supplier.  This usually comes 

with a standardised monthly packaged fee for better budget oversight and is a good test to see 

how efficient this supplier’s software integrates with the applications of other suppliers you most 

certainly will be hosting as well.   

 

Beyond the on-line search, once you are close to identifying which type of software through which 

supplier, it’s the user experience from other customers that gives more clarity.  You may obtain 

this from existing customers directly or from the consultant you may be engaging to advise on 

your behalf.  Did the supplier and the software live up to your expectations versus the promises 

given, was the implementation a success, what features of the application did not work or what is 

still missing, what type of support services were offered and received and for what enquiries, was 

any tangible training offered, and how user friendly was the software? 
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SaaS Security Principles 

Any SaaS application will be running some native security features, which you as user will need to 

both understand and deploy under the shared responsibility model:  one party is responsible for 

security of the cloud while the other party is responsible for security in the cloud.  Beyond this 

foundational understanding, the National Cyber Security Centre (NCSC) has published ‘guidance 

for organisations looking to use, deploy, and understand the risks of adopting a range of popular 

SaaS applications’ (https://www.ncsc.gov.uk/collection/saas-security/saas-security-principles).   

 

The essential criteria the NCSC recommend in order to evaluate the security of different offerings 

include:   

• whether the provider uses Transport Layer Security (TLS) as data transits between the 

client and the SaaS product;  

• are certificates correctly configured for external and internal data transfers;  

• has encryption been used for internal data transfers between microservices used by the 

provider;  

• if APIs are available, is an authentication method in place for external / internal APIs;  

• have user privilege levels been established with multiple factor authentication protocol in 

place for higher privileged accounts;  

• are logs of events collected and if so, are they made available to clients;  

• is an incident response & patching system in place;  

• lastly, are there clear and sufficient details on the product’s security features? 

 

With the guidance provided by the NCSC and using these SaaS Security Principles we recommend 

you undertake this assessment approach when considering subscribing to cloud software.  There 

are many exciting accounting applications available.  Brands you may recognise are FreeAgent, 

Sage, Quickbooks, Zoho and Xero, to name a few.  Each of them, once you register your interest 

to subscribe, should provide independent service auditor’s reports under non-disclosure terms 

i.e. for your company’s use only.  The NCSC offers their guidance list with completed sample 

output fields (please see overleaf).  This gives flavour of how straightforward the analysis can be, 

when using available service audit reports, website information, and directly querying the 

supplier’s support staff.  The information you need to undertake an objective assessment is most 

definitely there.   
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For further insights on this topic, please contact us via our homepage (www.kloudwerk.com) 

SaaS - Security Principle Question Description Sample output

Data should be protected as it transits between the client and the SaaS 

product.

Transport Layer Security (TLS) is a protocol which provides privacy 

between communicating applications and their users, or between 

communicating services. When a server and client communicate, well-

configured TLS ensures that no third party can eavesdrop or tamper 

with any message.

At the time of writing, TLS 1.2 is the current version, and this includes 

security improvements over version 1.0. The predecessor to the TLS 

protocol was the Secure Sockets Layer (SSL) protocol, all versions of 

which are now regarded as insecure.

Certificates used within the external TLS connection should follow good 

practice.

The NCSC recommend a set of preferred TLS profiles which SaaS 

providers are encouraged to adopt.

Data should be protected as it transits between a SaaS provider's 

microservices.

Since microservices can be hosted in different areas of a cloud service, 

data should be as protected between microservices as it is between 

client and service.

Certificates used within the internal TLS connection should follow good 

practice.

The NCSC recommend a set of preferred TLS profiles which SaaS 

providers are encouraged to adopt.

API authentication and 

protection

If APIs are available, does the SaaS provider protect both internal and 

external APIs through an authentication method?

All externally exposed API queries which return protected information 

should require successful authentication before they can be called.
Yes (version dependent)

Privilege separation
If there is a concept of privilege levels in the service, does the SaaS 

provider have the ability for low privilege users to be created?

The SaaS product should implement levels of privilege, and have 

authorisation mechanisms in place to enforce the separation of 

privileges between different types of account.

Yes

Multi-factor authentication

If there is a concept of privilege levels, does the SaaS provider at least 

make 2FA/multi-factor authentication available on high privileged 

accounts?

The SaaS product should implement a method of requiring multi factor 

authentication to the service. Enabling multi factor authentication 

helps lower the impact of credential theft.

Yes

Does the SaaS provider collect logs of events?

Types of log may include security logs and resource logs.

Availability of logs Does the SaaS provider make logs available to the client?
The SaaS product makes available security-critical events to your audit 

and monitoring service.
Partial

Does the SaaS provider have a clear incident response and patching 

system in place to remedy any publicly reported issues in their service, 

or libraries that the service makes use of?

The provider’s previous track record on this is a good metric to see how 

they’ll cope with any new issues.

Clear and transparent details 

on a product's security 

features

Does the SaaS provider give clear and transparent details on their 

product and the implemented security features (i.e. how easy has it 

been to answer the above questions?)

The SaaS provider makes available clear and transparent details on the 

security features that they implement, and how best to configure them.

Partial: the vendor has 

provided some answers to 

the above principles in a 

security white paper. 

However, not all principles 

were covered.

Data-in-transit protection 

between clients and service
Does the SaaS provider protect external data in transit using TLS? Yes

Industry good practice 

external certificate 

configuration

Does the SaaS provider protect external data in transit using correctly 

configured certificates?
Unknown

Data-in-transit protection 

between microservices

Does the SaaS provider protect internal data in transit between services 

using encryption?
Yes

Industry good practice 

internal certificate 

configuration

Does the SaaS provider protect internal data in transit between services 

using correctly configured certificates?
Unknown

Logging and event collection The SaaS product generates all relevant security-critical logs. Yes

Clear incident response to 

patching and security issues

The SaaS provider has a clearly defined policy for patching internal 

systems as well as dealing with security issues.
Yes


